
J1~I{It? ~11'8'1 

't:j J11 Ci I£I 31~1 ­-rT=J. ~, J1~I{It? ~ 

':1,~~ ~ CflllllM£I ' 

~ 3lT'J'R' 'l'R. Dharmaday Ayukt Bhavan 

~" "'fGl'"RT. G~. ;g'j. 3R\ >me m. 3(d Floor, 83,Dr. Annie Besant 

~. ~ \100 09'. Rd, Worli, Mumbai - 400 018 

~~ ~o«- <\I~~~\I~\I <\I~~~ \I~O Tel No.022- 24935434 24935490 

<\I~~O\l~~ <\I~~~~9< 24930499 24935516 

~ o« -< \1~~<\I<o Fax-02 2-24976420 

Emailld:-occsupport.mum-m h@gov.in Website :- charity.maharashtra.gov.in 

;m.~./filIOIi'fl / 3 S-l? '£" /";(,0";(,'( r..",i",,_ )g 18 12-0 W) 

~ : - ~) fumq~~'CfOf'"lT.~. ff1Q'lfl')-~~~o/Z\3c, / (~~~ / ~o){<FT-Z\3, ~.- ~-\3-~O~Z q~ 

_ , J1fC!~lJ1'i:4"11 G!j,G oq r~ ) 

m ~, 'Hit ~ ~ i'fl'lU41<1 <t't <it, ~ 3i1'fl'i1C'14Iii fi'*>l1f"1iil (~<Si filk ) 

charity.maharshtra.gov.in it ~<Sifi~{ q~~ / Web Portal & Application it fl<t<!fIG13iTilz 

'R'l'r 'IiiTI11 CERT -IN l1T"4<!BIl1:<1 ~ ~ <t1uT ~ ~ / e:'Iq ~'*> q I' IfCl 01 11 ito ~. 

@(1IC'1 31ZTq ~ ~ ('qlql"4 3ifiC'"4lf1 ~~. ,'-\-O~:-~O,Z M <;;mT ~:00C!T'if ~ 

I " ,~ . R ., f.f< ' P.-...-'m 'Ii 14 C'141 <1 IC'1 q IWII'll m&r1 I'iiWle: (1 'h I 'h I "l11T cnncIT. ('q H 11 'I >Il1:{1 ~- m '1 Cl e: I'11 Iq"1'( 0fi"MT 

"lJUTR~. 

Z) e:'Iq~,*> ~ WIT fcf;m ~ fcf;m ~ C4qW~l<h '11e:un<f11 3WUT 3ilcW'l<h 311%-. "ff'frq 

'liR"\1' W<t>R fcf;m q$I'I I os:; ~1If1'1I~ ~ ~ ~, CERT -IN 'i:ZI1 ~ ,0 ~n, 'IiiTI11 

~q{ 3WUT 3M¥4<h 311%-. ern ~qlolq51 ~~. 

,) mfu-q<f) ~~ 3iICi~4<h 3ifiC'"4lfi chadty.maharshtra.gov.in m fi'*>l1f"1iillf1 

~ weft ~ fi'lol'li "W13T, <ffi:rn~, 'i@1C'14 ~ <h141C1<~1'1 ~ ( ~o "if ~) ~ 

~. 

~ . , , ~ ".,..,..4... """-,,. 'f< .......:. . cit 
~) 1"lq~1 C1m e:'Iq5l'liPiUi' Ci<Sif! 'I q &:1<m -t1 ~, q l" ~ S< e:~1 Cl0'1111 qlq. e:'Iq5l<hIQ 

fClrl5lQ 01 GSn"F'f>lHle:q len.  

<ro" G< q$~ fi:i"'1I~1 fi:'1iCliIQl'!f1 ~(~) eM '<hftor f,u~')i1 ~. ('qI 'Ii {1i1I  

3iICi~4 '1i~ wnuT <1C6I~ool fClrl'OlQol q<f;~~<MtC1 .  

~) <ro" CliIMiCl<fur mm ~ CERT-IN Certified 3rnuT q ~ if0\ MCI 'I 3rnuT  

----= ~ -----"- . ~ , ~ '" "."
3liCl~4C1i <I~I('? <1-t1" <iT e:'IRiI'i Cliq'11f! <h IOI('qI$l 'liI'lOIiRiCi- <hIOI('qI(,l ~ 1If!CliI'l ~ 

- Rt?: '*> ' ,. f<" ". " "..,..,A.-.01<h<:1 sC"l1{1 <Rim <h1'11C'1'l1fl 'liro ClO'l 1'1 I "1ii1I<Si<;I{1 CliQ'iI~1 <1t.''''1. 

~ . ~ f< ~ o~ ii ' ...;..+........---'>. ' ' 0 
'-\) 1"lq~1 ll"JY $l1C"lICi'l H Cl<;I<hi{l «'-1"lq 3i1l:J,Cfi1 1C'141 a4'11Cfl1 -t1'P<1~ "' I" f!<t<pkl 

3iTiIz CERT-IN & DIT <#ft <1iill<1oo1 fe:fl<'"41 f'1hliifil'I 'R'l'r q ('qlfllol 3i8'l1C{11 <i5l~HI'l1 

Cilq'l<h{Ol<m'1C!iI'l'li ~. 

-2 



-2­

~ 00 ~o . 0 ~

'f'P lei 3'!l6TC "*",,,1 H I @i("*1 "11"11 <'fW(l U1 lOill{1. 

5.1] For audit of website, website security audit guidelines of cerl-lll, Gov!. of India and 

Gov!. of Maharashtra Cloud Security GR to be followed. 

5.2] File inclusion & Disclosure to be checked & verified 

5.3] File upload vulnerabiliti es to be tested. 

5.4] SQL injection to be tested for Database & wherever required 

5.5] Cross-site scripting(XSS) to be checked and removed if present 

5.6] XML and internal data escaping. 

5.7] XML, JSON and General API Security 

5.8] (Un)trusted input not be allowed 

5.9] Application hosting framework to be updated and customized for the application 

Security Audit Agencies must be co-ordinate with OCC's AMC Yender/Developer 

team. Also update required detail s & take Confi rmation from OCC's Computer section team 

wherever needed. 

1',) ~'f'PI2.1 3ITitc: i'Hrli'11 ~ fi,*>rlf'!1CXSlii Working! Functioning %" Disturb ~::mit , 

Data Loss/ Damage ~::mit%" W;:W'illrl~. CfiI~~OI101 ~q~~.<:!T'ifr 

o 

~U!JC!T. 

\9) ~<;T@"0 'RUlT-<nm-r f<f>crr~-ij- Pan Card q GST "I'j<;oftq~ 3RlUT 61 1c!~"1Cfi ~. 

(;) u<;< ~ mFtm CfilOlrle>1 Cf;RUT'1 t1T \i1 iq C! olm CRUTf1? (ii'\i(1 uj/31iT-~ Cf<;"0 

CRUTfu;qr<n~wt ~%"<1Wf ~-~~~~. 

o'() 31iT q ~ "If"1:! "I fl(01f"1 I ~ ®Cfi I{f"1 IVflUTT(::mit. 

~o) u<;<~ @il~rl ~ JRlUTT-<n ,!{C!ol<;l{i-ii ~~Iflwi<:; If1LfiI4414Utu<;< 

~~~;::im"flCf CfiI'I<;Q5liflt ~- "~ O (;_~O~~ M ~ "lI':ooCfl"f-cr-tf­

41(14'\11 m&T- ~<:T1:M"Bf, ~ ~ "fCf"I, ~,~ -~(; ~;;p:rr i'\i{IOillrl. 

~:-~ s ~/ -
~- / po~~ fl\\IU4i'\i ~4\<;1"1 ~;r.) 

fjljOICfi vrmrr 

~ ~ CfiI"1\M"1, ~ 


